Evidence of Folder Renaming using the
MFT Standard Information Attribute
and FileName Attribute

If you look at the MFT entry for a folder you'll see the normal four dates/times that match what you
would see in EnCase and Windows Explorer. These are from the Standard Information Attribute
(SIA). Following that there is also a FileName attribute (FN). If the file or folder has a long filename
you will see an entry for the short filename and an entry for the long filename (unless the user has
turned off recording of the short filename, which almost no one does, but | digress...). Each of these
entries also has a set of four dates/times associated.

For folders, the SIA times change as we would normally expect. Generally speaking the FN will

record four identical times at folder creation and not change again. Renaming the folder is an
exception to this. The SIA updates all fields to rename time except for creation. The FN updates all
fields to match the original SIA. There may be other exceptions, but this is the important one for your
case.

Here's an example:
In Figure 1, the FN times all match, and match the creation time of the folder.
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Figure 1



In Figure 2, the folder has been renamed and as you can see the FN times match what the SIA was
before it was renamed. The SIA Entry Modified has updated to the renaming time (ending in 16).
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